&) SNOWPLOW

A guide to setting up your Open Source Snowplow pipeline and Javascript tracker
optimally for tracking in a privacy-first world

Start herel

Step 1: How do you want to identify users?

Identify users & sessions |Identify sessions, but not users

If cookies are permitted on your site..

In your Javascript tracker, set: In your Javascript tracker, set:

stateStorageStrategy: stateStorageStrategy:
"cookieAndLocalStorage” "cookieAndLocalStorage”

anonymousTracking:
{ withSessionTracking: true }

If cookies are not permitted on your site, but localStorage is.. If localStorage is permitted...

In your Javascript tracker, set: In your Javascript tracker, set:

stateStorageStrategy: stateStorageStrategy:
“localStorage” "localStorage”

anonymousTracking:
{ withSessionTracking: true }

If neither cookies or localStorage are permitted on your site..

No user or session IDs will be automatically appended to events by Snowplow, and event buffering is not supported
In your Javascript tracker, set: stateStorageStrategy: “none”

In your collector configuration, set: cookie {enabled = false}

Steps 2 - 4 are only applicable if cookies and / or localStorage are permitted
on your site

Step 2: Do you want to track users across subdomains?

In your Javascript tracker, set: In your Javascript tracker, set:

discoverRootDomain: true discoverRootDomain: false

Step 3: Do you want secure HTTPS only cookies?

In your Javascript tracker, set: In your Javascript tracker, set:

cookieSameSite: “None”, cookieSameSite: "Lax",
cookieSecure: true cookieSecure: false

@ From this point forward you’ll mostly be making changes to your collector
configuration

Step 4: Tracking domains

How many root domains will your tracking be running on?

Only one root domain (continue with 4a) More than one root domain (skip to 4b)

Step 4a: Tracking a single root domain

Are cookies permitted on your > ) In your collector configuration, set:
site?
cookie {enabled = false}
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Can you add an SSL Certificate for Network cookies will be set as third party and will be
your Collector? impacted by ITP.
In your collector configuration, set:
.<
(I'I,'I) secure = true
httpOnly = true
v sameSite = "None”
\ 4 fallbackDomain = "{{fallbackDomain}}"
A 4
Do you want cookies to work on > Add an SSL Certificate for your root domains to your load
HTTP? balancer.

In your collector configuration, set:

secure = true

httpOnly = true

sameSite = "Lax"

fallbackDomain = "{{fallbackDomain}}"

Add an SSL Certificate for your root domains to your load
balancer.

In your collector configuration, set:

secure = false

httpOnly = true

sameSite = "Lax”

fallbackDomain = "{{fallbackDomain}}"

Step 4b: Tracking on more than one root domain

Do users navigate between domains?

In your Javascript Tracker, enable:

crossDomainlLinker

Are cookies permitted on your > ) In your collector configuration, set:
site?

cookie {enabled = false}
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Do you want cross site YES Db Is crossDomainLinker and IP
identification? address enough?

Can you add SSL Certificates for all Network cookies will be set as third party on snplow.net or
root domains to your collector? your own domain, and your tracking will be impacted by ITP.
In your collector configuration, set:
.<
(I'II')I secure = true
httpOnly = true
sameSite = "None”
A\ 4
; OPTIONAL: Add a customm CNAME and SSL Certificate if
using your own domain. On your collector configuration, set:
\ 4 fallbackDomain = "{{fallbackDomain}}"
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Do you want cookies to work on Add an SSL Certificate for your root domains to your load
HTTP? balancerln your collector configuration, set:
domains = |
I_‘ﬁ "{{cookieDomaini}}"
w "{{cookieDomain2}}"
]
\ 4
; fallbackDomain = "{{fallbackDomain}}"

secure = true

httpOnly = true
sameSite = "Lax"

Add an SSL Certificate for your root domains to your load
balancer

In your collector configuration, set:

domains = |
"{{cookieDomain1}}"
"{{cookieDomain2}}"

]

fallbackDomain = "{{fallbackDomain}}"
secure = false

httpOnly = true

sameSite = "Lax"




